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ABSTRACT
This paper develops a general agent communication frame-
work which allows us to define several different notions of
verification and to investigate if an agent communication
language is verifiable. The framework is sufficiently general
to accommodate communication languages based on agents’
mental states as well as those based on social states of the
multi-agent system. For this purpose an existing compu-
tational model is employed to represent agent states and
extended to represent social states. We use this framework
to identify the types of languages that are verifiable in open
systems where agents’ internals are kept private.

1. INTRODUCTION
This paper develops a general agent communication frame-

work which allows us to define several different notions of
verification and to investigate if an agent communication
language (ACL) is verifiable. An ACL is one component of
an agent communication framework. A framework may ad-
ditionally include agents’ names, programs, states and what-
ever languages are needed to provide a well defined relation-
ship between these components. An ACL typically defines
a specification (for each communicative act) which must
be satisfied by the system of agents using that language,
we say that it defines a semantics for each communicative
act. It is important to note that there is a distinction be-
tween program semantics for communication statements in
an agent’s program and ACL semantics (which constitute
specifications) for communicative acts. If an agent is ACL-
compliant then its program semantics will satisfy the seman-
tics defined by the ACL specification. ACL semantics may
be defined in different ways and each way implies different
notions of verification. Our framework builds on the frame-
work presented by Wooldridge [16]; we attempt to make the
framework sufficiently general to allow ACLs with various
semantic definitions to be accommodated.

Communicating agents operate in a certain context, the
entire context includes the private states and programs of
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agents as well as the publicly observable state of the society.
ACL semantics for communicative acts must specify some-
thing about the state of this context. ACLs based on mental
states typically specify semantics by means of preconditions
and/or postconditions [8] which must be true before or after
the communicative act is performed. ACLs based on social
states typically specify social facts that are created or mod-
ified by the performance of a communicative act [13]. Thus
an agent communication framework will need to include a
representation of the multi-agent system which captures in-
formation about the internal states of agents in the system
as well as observable (social) states. In addition to an agent’s
current state, we also need a representation of the agent’s
program because we might need to know what the agent
is going to do. The ACL specification for the semantics of
communicative acts may refer to future actions and we may
need to verify that an agent will do them. For example, in
order to specify that an agent holds a certain intention as a
precondition to sending a promise act, the specification for
the act may require that the agent’s program eventually ex-
ecutes the intention. A computational model can represent
the programs and states of the agents in a multi-agent sys-
tem; the model we choose is a fair transition system [9], with
some extensions to represent social states of the system.

We begin by describing the agent programs which a multi-
agent system in composed of (§ 2); followed by a computa-
tional model for multi-agent systems (§ 3). We then make
some extensions to capture observable states of an open sys-
tem through a representation of the agents’ social context
(§ 4) and the states of this context (§ 5). After defining
the ACL component of the framework (§ 6) we present the
general framework (§ 7) and define several notions of ver-
ification (§ 8). We use the framework to analyse existing
ACLs to determine if they are verifiable (§ 8.5) and we iden-
tify the type of ACL which would be appropriate in an open
system. Finally we compare and contrast our framework
with two other frameworks for agent communication (§ 9)
and conclude with future work (§ 10).

2. AGENT PROGRAMS
We use the Simple Programming Language (SPL) of [9]

to describe the agent programs in our multi-agent systems.
The entire multi-agent system can be described by a single
program P .

P ::
∥∥∥

i∈Ag

Mi

That is, a cooperation statement (for parallel execution)



where each top level process Mi is viewed as a module which
represents the program of agent i. Where i ranges across the
set of agent names Ag which uniquely identify agents. Each
module Mi (representing the program of an agent i of the
system) has a set of asynchronous buffered input channels
on which it can receive messages from other agents and a set
of asynchronous buffered output channels on which it sends
messages to other agents. A channel is a variable whose
value is a list of messages. We identify channel variables
using an α with a subscript. Agent i receives messages from
agent j on the channel αi,j and sends them on channel αj,i.
We need separate channel identifiers for each communica-
tion link so that we can distinguish between communica-
tive events from or to different agents. In practical systems
agents may not need to use more than two channels (one in-
put, one output) since many agent systems have a platform
which deals with the distribution of messages. In such cases
we can model the functions of the platform as a special fa-
cilitator module which can accept messages from all agents
and distribute them to the intended recipients. This would
also enable agents to be added or removed in a dynamic sys-
tem without having to add new channels to all the existing
agents, the existing agents would just need to be informed
of the identity of the new agent and then they could send
messages to it on their regular output channel.

3. COMPUTATIONAL MODEL
A computational model is a well defined mathematical

structure which can represent the behaviour of a program.
The behaviour of a program can be described as a sequence
of states that the program could produce, where a state gives
a value to all the variables in the program including the
control variable π which describes the location of the next
statement. In addition to the internal variables of agents we
will model the social states of the system.

3.1 Variables and States
The computational model we choose for multi-agent sys-

tems is a fair transition system [9]. This is a system which
contains variables and transitions. Variables represent the
states of the agents and transitions represent the state changes
caused by statements in the agents’ programs. The variables
come from a universal set of typed variables V, called the vo-
cabulary; from this we can construct assertions (for example
∀x : ∃y : y > x).

A state s is an interpretation of V, assigning each variable
u ∈ V a value s[u] over its domain. As a program executes it
passes through a sequence of states in which variables may
take on different values. We sometimes find it convenient to
refer to the value of a variable u and to its previous value u−.
The asynchronous communication predicate [α−< m] denotes
a sending event i.e. when a message is sent to a channel α; it
is defined as ¬first ∧ α = α− •m. That is, a sending event
has occurred on channel α if this is not the first state and if
variable α is equal to what it was before (α−) with message
m appended to the end of the list. To specify that an input
or output has occurred on a channel without specifying the
value communicated we use [α−<] and [α−>]. Often when an
agent A sends a message m, we write [A−< m] instead of
specifying the channel; since our message is a tuple of which
the first part is always the sender and the second the re-
ceiver, [A−< m] is an abbreviation for αm↓2,m↓1−< m. Where
↓i denotes the operation such that (a1, a2, . . . , an)↓i = ai.

3.2 Fair Transition Systems
Our multi-agent system is represented by the fair transi-

tion system 〈V,Θ, T ,J , C〉 which represents the states and
programs of the agents in the system.

• V ⊆ V is a set of system variables, these represent data
variables (i.e. data within an agent’s internal state)
and the location of control within an agent’s program.

• Θ is an assertion characterising initial states, i.e. if a
state s of the system satisfies the assertion Θ, then it
is a state from which the system can start running.

• T is a set of transitions. Each transition maps each
state onto a set of possible successor states. So T
represents the agents’ programs, each statement in an
agent’s program is associated with a transition in T .

• J , C ⊆ T are the sets of just and compassionate tran-
sitions, they ensure that each parallel process is exe-
cuted fairly and that one process is not waiting forever
while another continues to execute (more detail in [9]).

The agent programs (written in SPL) which constitute our
multi-agent system have a semantics [9] which identifies each
of the components of the fair transition system we are using
to represent the multi-agent system.

4. REPRESENTING SOCIAL CONTEXT
The model thus far presented models the internal pro-

grams and states of agents. This can completely describe
the system, but we would additionally like to have a conve-
nient representation of the externally observable phenomena
including social facts. These facts include the social facts
created by interactions and the rules governing their cre-
ation. The governing rules are in fact the social meanings
of the events in the interaction (these are what Searle calls
constitutive rules, see § 6); for simplicity we will assume
that they are fixed by the ACL specification and do not
change during an execution. The only events we consider
here are communicative events. As stated in § 1, the seman-
tics of communicative acts may create or modify social facts.
Additionally, certain aspects of the context may affect the
meaning of a communicative act. Aspects of context which
affect meaning include

• The history of communicative acts in the interaction.

• The domain in which the interaction takes place.

• The social facts holding between agents in the system,
for example, the status and authority of participants
or social commitments.

We treat all these aspects of the context as public knowledge
and include them in the social state.

The observable social states can be determined by observ-
ing communications: we assume that a message being added
to an agent’s channel can be observed. The social state is
described by a set of variables F ⊂ V that is disjoint from
the fair transition system variables V . Each agent i may
have a differing view of the social context, since it may not
have received all events (communications) occurring in the
system. We use the variable fi ∈ F to denote the social
state observable to agent i. Corresponding to Θ for the fair



transition system, we define an initial condition Φ for the
social state variables F . Thus the initial1 observable social
state f0

i of an agent i must satisfy Φ. The type of each social
facts variable is a mapping from well formed formulae of the
social facts language Lf to true or false values.

fi : wff(Lf ) → {true, false}

Social facts describe role relationships, commitments to per-
form actions and publicly expressed attitudes.

4.1 Governing Rules
These rules define how communications create and mod-

ify social facts (according to social conventions). The ACL
specification (described in § 6) defines the governing rules
with the second part of the semantic function J−Kc, where c
is the communication language. If a message m is commu-
nicated then JmKc↓2 gives the resultant social state change;
this takes as input an observable social state fi and returns
the new social state. The following formula characterises
the observable social states fi :

Oi : Φ ∧ 2̂


∀j :

[ ¬[αi,j−< ] ∧ ¬[αj,i−< ]

∧ fi = f−i

]
∨

∃m, j :

[
([αi,j−<m] ∨ [αj,i−<m])

∧ fi = JmKc↓2 f−i

]

 (1)

That is, Φ is initially satisfied and in all subsequent states
(represented by 2̂) either

• there is no communication on αi,j (i.e. ¬[αi,j−< ]) or
αj,i and fi is equal to what it was in the previous state
(f−i ) or

• the messagem is sent to αi,j (i.e. [αi,j−<m]) or αj,i and
fi is determined by applying the state change function
JmKc↓2 to the old state f−i .

Essentially Oi says that the social state is unchanged if no
communication occurs; or if a communication does occur the
social state is modified according to the state change func-
tion described by the ACL. We show how such a function
can be formally specified in [5]. For example, if an agent i
promises something to another agent, the ACL semantics of
the communicative act for promise may require that a new
social commitment proposition becomes true in fi.

Note that given an initial state Φ and a certain sequence
of messages, we can work out the values of the social facts;
i.e. apart from their value in the initial state, they do not
capture any additional information; they are merely a conve-
nience which we will use when proving that an agent satisfies
the social facts observable by it. The social state is not a
part of our fair transition system since it need not be ex-
plicitly represented anywhere in a real multi-agent system,
parts of it may or may not be represented by the the local
variables of agents in the system. Each agent should store
a copy of all the information in the social state that might
be relevant to its interactions so that it may correctly inter-
pret context dependent communicative acts and keep track
of its social commitments. The complete social state is then

1We use subscripts to identify which variables of F corre-
spond to which agents and superscripts to enumerate the
states in a sequence where 0 enumerates the initial state.

implicit. As an external observer we need to know the so-
cial state if we wish to understand the interactions taking
place in the system. We need to know the social knowledge
observable to each agent in a system in order to determine
if it is complying with the social conventions to the best of
its knowledge.

5. STATES AND COMPUTATIONS
Recall that a state s is an interpretation of V, assigning

each variable u ∈ V a value s[u] over its domain. Σ is the
set of all states s. An infinite sequence of states

σ : s0, s1, s2, s3, . . .

is called a system model. A system model is a computation
of the program P (which identifies our fair transition sys-
tem) if s0 satisfies the initial condition Θ and if each state
sj+1 is accessible from the previous state sj via one of the
transitions T in the system and the requirements of justice
and compassion are respected. A computation is a sequence
of states that could be produced by an execution of the pro-
gram. All computations are system models but not vice
versa. Thus the agent programs identify the components of
a fair transition system and the fair transition system de-
scribes all the possible computations that a program could
produce. This is how we say what a program means, math-
ematically: it is described as the set of all the sequences it
could produce.

This constrains only the interpretations of variables in
V . We specify additional constraints on the interpretations
of the variables in F so that the social state changes in
response to communicative acts between agents. We define
a computation of the multi-agent system S with initial social
fact Φ to be a system model σ which is a computation of
the program P and which also satisfies Oi for all agents i.

5.1 System for a Single Agent
If we are the designers of a single agent and only have

access to that agent’s internals we can construct a new fair
transition system Si where the variables, initial condition
and transition sets of the system are just the same as if i
was the only agent in the system [9]. The initial condition
for social facts Φ will include social facts that will be true
for the system we intend to allow our agent to run in. We
add one extra transition τE , the environmental transition
which represents all the things other agents could do and is
included in the justice set; τE cannot modify any variables
in agent i’s program apart from the communication chan-
nels; the outbound communication channels can be modified
by the removal of a message and the inbound ones can be
modified by addition of a message. Other variables in V
may be modified arbitrarily. Si represents all the possible
behaviours of agent i in any multi-agent system.

5.2 External System
If we do not have access to the internals of any agent,

but can detect each message being sent, we can construct
a fair transition system SE which represents all possible
observable sequences. The variables of SE are simply the
communication channels we can observe and there are only
two transitions, the idling transition τI (preserves all vari-
ables and does nothing) and the environmental transition
τE . The environmental transition allows arbitrary modifi-
cation of any variable outside of the observable channels and



allows a channel to be modified by adding a message to the
end or removing one from the front. The initial condition Θ
requires that all channels are empty. In order to complete
the social states in computations of the multi-agent system
SE we must also know the initial social facts for the initial
condition Φ. A computation of the multi-agent system SE

does not care about how its states interpret variables which
are not observable, it only cares about channels and social
facts variables.

6. AGENT COMMUNICATION LANGUAGE
When agents communicate they exchange messages which

are well-formed formulae of a language Lc. Agents pass
messages in order to perform communicative acts and these
acts must have a well defined semantics which is a part of the
ACL specification. Semantics can be based on constitutive
or regulative rules.

6.1 Constitutive and Regulative Rules
There are two broad classes of ACL which differ by speci-

fying either regulative or constitutive rules. Regulative rules
define certain conditions that should hold in the system if
a certain communication takes place. Constitutive rules de-
fine that a certain communication constitutes the creation
of certain conditions in the system. Languages using consti-
tutive rules are social languages; languages using regulative
rules are mental languages (because they refer to agent’s
mental states). This regulative/constitutive classification is
due to Searle, who states:

“Regulative rules regulate a pre-existing activity,
an activity whose existence is logically indepen-
dent of the existence of the rules. Constitutive
rules constitute (and also regulate) an activity
the existence of which is logically dependent on
the rules.” [12]

Searle cites an example regulative rule: “when cutting food
hold the knife in the right hand”; and an example consti-
tutive rule: “a checkmate is made if the king is attacked in
such a way that no move will leave it unattacked”. Thus
constitutive rules create new forms of behaviour by stating
what activity constitutes the new behaviour. It is Searle’s
contention that “. . . the semantics of a language can be re-
garded as a series of systems of constitutive rules. . . ”. How-
ever, many existing ACLs are based on regulative rules and
we wish to make our framework sufficiently general to ac-
commodate both types of rule.

In our framework, ACLs which deal with observable so-
cial states will be considered to define constitutive rules and
will define (for each message) a social state change function.
ACL’s which refer to agents’ internal states will be consid-
ered to define regulative rules and will define an assertion
(for each message) which should be true of the system if
agents are compliant. The specification for the semantics
of communicative acts is a function J−Kc from a message
to a tuple 〈mental, social〉. For languages based on mental
states the second part of the tuple will be ignored; for lan-
guages based on social states the first part of the tuple will
be ignored.

J−Kc : wff (Lc) → wff (Ls)× (Ω → Ω)

Where Ω is the set of all possible observable states.

6.2 Mental Part
The first part of the tuple returned by J−Kc is a formula

in the semantic language Ls. The formula specifies proper-
ties of the system, for example, it may describe pre and/or
postconditions which must be true of sender or receiver or
some other element of the fair transition system. Precon-
ditions should be true when the message is sent, postcon-
ditions should be applied after i.e. they define things that
should become true after the message is passed. For ex-
ample, a precondition might require that a certain mental
state exist in the sender or that the receiver has performed
some action before a message can be sent. A postcondition
might assert that the receiver is obliged to adopt a certain
mental state upon receiving the message. Whether it is re-
quired that postconditions become true immediately after
a message is passed or eventually depends on how the se-
mantics are specified. In KQML semantics, postconditions
“. . . describe the states of agents after the utterance of a per-
formative (for the sender) and after the receipt (but before
a counter utterance) of a message (by the receiver)” [8].

The formula is given a semantics in terms of the set of
models where the formula is satisfied.

J−Ks : wff (Ls) → ℘(mod(Ls))

If Ls is a temporal logic, this semantics can be given for the
models of the system [9]. For many existing ACLs this is
the missing part, i.e. they do not define how their semantic
language relates to a computational model.

6.3 Social Part
The second part of the tuple returned by J−Kc is a func-

tion from social state to social state. The function describes
the change to the social state caused by the message trans-
mitted and this constitutes the governing rules described in
§ 4.1. Since the ACL is responsible for defining the changes
that messages cause in the social state, the ACL should also
define the language Lf for social facts whose semantics J−Kf

is interpreted over an observable model (i.e. a model where
we are concerned only with how states interpret observable
variables fi). Thus Ja, iKf , the semantics of a social facts
assertion a for agent i describes the set of models where the
formula a is satisfied by agent i.

J−Kf : (wff (Lf )×Ag) → ℘(mod(Lf ))

Many social facts may be simply satisfied in all situations,
but some such as a commitment to do an action may be
satisfied only in those models where the action is eventually
done by the agent. The social facts semantics function J−Kf

is allowed to make use of channel variables and any of the
observable state variables fi but it cannot place constraints
on agent internals.

6.4 Complete ACL
Therefore a complete ACL for our general framework is a

3-tuple:

ACL = 〈Lc,Ls,Lf 〉

Where Lc is the communication language itself, Ls is the
semantic language and Lf is the language for social facts
which can define permissions and obligations to perform ac-
tions for example. Each of these languages can by specified
by a tuple (for example Lc = 〈wff (Lc), J−Kc〉) where the
first part of the tuple gives the set of well formed formulae



of the languages and the second part gives the semantics.
The semantic function J−Kf maps Lf expressions to formu-
lae in some language (for example temporal logic) which
only make use of observable variables (variables in F , not
V ). For simplicity we use the same language Ls to give se-
mantics to both Lc and Lf and our model σ is a sequence of
states which interpret both internal variables of agents and
observable social variables. We could make our framework
more general by allowing a different model for observable so-
cial phenomena and a different semantic language, but this
is unnecessary for our purpose. A language which describes
states must make some assumptions about those states, so
by defining the semantics of Ls the ACL is implicitly defin-
ing the computational model to be used for verification. We
note that many existing ACLs are not complete because they
have not formally specified all of the elements above.

7. GENERAL FRAMEWORK
An agent communication framework is a 4-tuple:

〈Ag , 〈V,Θ, T ,J , C〉,ACL,Φ〉

• Ag is a set of agent names, Ag = {1, . . . , n};

• 〈V,Θ, T ,J , C〉 is the fair transition system represent-
ing all the programs of all the agents in the multi-agent
system (described in § 3);

• ACL = 〈Lc,Ls,Lf 〉 is an ACL including mental and
social components (described in § 6);

• Φ is the initial assertion for social states.

Using this framework we can define what verification means.
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Prove a property for agent programs • - - • - -
Mental semantics are always respected • - - - - -
Social facts are always respected - - - • - -

Verify the outcome of a system • - - • - -
Assume unknown agents are compliant - -• - - •
Prove a protocol property - - • - - •

Verify semantic formula holds • - - - - -

Verify via history
Verify social commitments by history - - - - • -
Verify protocols by history - - - - • -

• verification is possible and appropriate

Table 1: Types of Verification

8. VERIFICATION
Several different types of verification are possible depend-

ing on the type of ACL used, the information available and
whether we wish to verify at design time or at run time. De-
sign time verification is important when we want to prove
some properties (of an agent or the entire system) to guar-
antee certain behaviours or outcomes in a system. Run time
verification is used to determine if agents are misbehaving
in a certain run of the system. Run time verification is im-
portant in an open system because it may be the only way
to identify rogue agents. We must be able to identify mis-
behaving agents if we are to take action against them and
hence guarantee that they will not prevent the society from
functioning in the desired way.

Type of ACL: Our general framework allows the semantics
of an act to include both a formula which must be satisfied
in the system and a social state change function (see § 6),
in which case both would need to be verified. In practise
there exist no ACLs which include both parts and ACLs
can partitioned into mental languages and social languages.

Information available: There are three relevant types of
information that might be available for verification.

1. Internal States: The agent designer or system designer
will typically have access to internal states (the agents’
program code and state during execution). This is
usable for both design time and run time verification.

2. External States: In an e-commerce scenario different
vendors may contribute their own agents to the sys-
tem, in such cases the system administrator has to
perform some type of verification which works with
observable social states. We assume that the com-
munications occurring in a run of the system can be
observed and so verification is only performed at run
time.

3. Language specification: With only the language speci-
fication available we can still prove certain properties.
For example by assuming that all agents respect the
language’s semantics during the execution of a proto-
col we can verify that certain outcomes will result. In
this case we have no information about runs of the
system so only design time verification is possible.

Table 1 shows the types of verification that are possible
and appropriate based the information available. Note how
the only hope for run-time verification in an open system
(where agent internals are inaccessible) is with a social lan-
guage. We now give a more detailed explanation of each
kind of verification in terms of our general framework. We
will assume that Ls is linear temporal logic [9] whenever we
specify a formula to describe a certain type of verification.

8.1 Prove a Property for Agent Programs
This entails ensuring that some property holds for the

system at design time. In relation to communicating agents
this verification has been used by van Eijk [2] where a certain
property is specified and proven to hold for a certain system
of communicating agents, no ACL is used. The system of
agents in van Eijk’s example consists of agent S1 and agent
S2 whose programs are as follows:

S1 ≡ query(ϕ) · tell(c, ϕ)
S2 ≡ (ask(c, ψ1) · update(ψ1))+

(ask(c, ψ2) · update(ψ2))



Where c is a common synchronous communication channel
and ϕ, ψ1 and ψ2 are constraints. The program of agent
S1 will only execute the tell command if the query(ϕ) is
successful i.e. the information store of agent S1 contains ϕ.
Agent S2 executes a non-deterministic choice between ask-
ing for ψ1 or ψ2 along the channel. If the information (ϕ)
being told by agent S1 entails ψ1 then the first ask is suc-
cessful and the subsequent update executes. If ϕ entails ψ2

then the second ask (and subsequent update) is successful.
Van Eijk proves that if ϕ is a constraint that entails ψ1 but
not ψ2 then this system of agents satisfies the specification
B1ϕ ∧ B2ψ1. Meaning that agent S1 believes ϕ and agent
S2 believes ψ1 for all terminating computations.

The above verification does not necessarily imply the use
of any communication language. In our framework we have a
communication language which may be social or mental, cor-
responding to these possibilities there are two special cases
of proving properties that are of particular interest to us.

8.1.1 Verify Mental Semantics are Always Respected
Given a mental language we can verify at design time that

the semantics of the communication language are always
respected by the agents in all possible computations of the
system. We can specify this property with the formula

∀α : ∀m : 2 ([α−<m] → JmKc↓1)

which must be P -valid over the program P which is a pro-
gram composed of the programs of all the agents in the
system (see § 3). This means that for all communication
channels α and for all messages m, whenever a message m
is sent on an asynchronous channel then the property spec-
ified by the first part of the message semantics for m (i.e.
JmKc ↓1) must hold. The property may be a precondition
in the case of the FIPA ACL or a conjunction of a pre-
condition and postcondition in the case of KQML. Let us
take a KQML example. Following the KQML semantics de-
fined by [8] there exist preconditions Pre(A) for the sender
and Pre(B) for the receiver and postconditions Post(A)
for sender and Post(B) for receiver. We are given a precise
definition of when Post(B) should be true i.e. “after the
receipt (but before a counter utterance) of a message (by
the receiver)”[8]. We assume that a counter utterance is the
next message sent from the original receiver to the original
sender. For Post(A) we are only told that it should be
true of the sender after the utterance of the performative,
we are not told how much time the sending agent has af-
ter the utterance to change its internal state to agree with
the postcondition. Let us assume it is before it (sender)
sends another message on this channel. Let us attempt to
formalise the KQML semantics temporal logic. Thus when
a message m is sent to αi,j , the channel on which agent i
receives messages from agent j, the KQML semantics would
give us a property of the form

p : Pre(A) ∧ �
(
Post(A) ∧ (¬[αi,j−<]) S [αi,j−<m]

)
∧

Pre(B) ∧ �
(
Post(B) ∧ (¬[αj,i−<]) S [αi,j−<m]

)
The property means that both preconditions hold at the
time of message sending and eventually Post(A) will hold
and when it does there will have been no communication on
channel αi,j since the last time message m was sent to it.
Also Post(B) will eventually hold and when it does there
will have been no communication on channel αj,i since the
last time message m was sent to channel αi,j . The pre-

and postconditions for a particular performative should be
expanded to expressions in our semantic language, however
the KQML specification describes these conditions using a
semantic language which includes operators Know, Want
and Intend whose meaning has not been defined, so we can
go no further.

8.1.2 Verify Social Facts are Always Respected
With social languages acts create or modify social facts

and we may discuss whether or not agents respect the social
facts. If we have access to an agent’s internals, we can verify
at design time that the agent will always respect its social
commitments regardless of what other agents in a system do.
From the agent’s code we construct the transition system Si

as described in § 5.1; to verify that agent i always respects
its social commitments we need to prove that the follow-
ing property holds over all computations of the multi-agent
system Si:

∀x : 2 (fi[x] → Jx, iKf ) (2)

Where x is a variable denoting a well formed formula of
the social facts language Lf . Thus for all social facts x
that are true for agent i we require that the semantic for-
mula corresponding to x holds in our model. Jx, iKf gives
us the set of models where agent i has satisfied its part of
the social facts, i.e. some facts x may be commitments for
other agents, not satisfiable by i. Agent i should not be
deemed non-compliant if some other agent has dishonoured
a commitment to i. In practice we will not need to check all
possible well formed formulae of the social facts language,
inspection of the ACL specification can allow us to identify
the set of social facts that may arise. This is provided that
our ACL satisfies certain reasonable requirements, for ex-
ample an agent should not be able to create commitments
for another agent without notifying the other. If an agent
is implemented by a finite state program2 then we can use
a model checking algorithm to perform the verification, it is
less complex than proof theoretic verification.

8.2 Verify the Outcome of a System
The designer of a multi-agent system may want to ver-

ify that a certain outcome will occur given a certain initial
state. If the internals of all agents are known this is sim-
ply a matter of proving that a property holds eventually in
all computations of the system. This is independent of any
communication language. If we don’t know the internals of
all the agents in the system, we cannot say much about the
outcome unless we make some assumptions about unknown
agents.

8.2.1 Verify Outcome for Compliant Agents
Supposing we have designed an agent (whose internals are

known to us) and we wish to verify at design time that a
certain outcome is guaranteed when we let our agent run in
a system of agents whose internals we do not have access to.
We construct a fair transition system Si which represents
all the possible behaviours of our agent in any environment
as described in § 5.1. We constrain these possibilities by
imposing the requirement that other agents in the system
must be compliant. Let D be a formula characterising our
desired outcome state.

2A finite state program is one where each system variable
assumes only finitely many values in all computations.



Then if the formula

[(∀j ∈ Ag : ∀x : 2 (fj [x] → Jx, jKf )] → �D (3)

holds over all computations of the multi-agent system Si,
the outcome D is guaranteed to eventually occur in a system
of compliant agents. This type of verification is possible
both with mental and social languages. We can split the
proof into two stages: firstly to show that the constraints
on the system are sufficient to ensure that a certain agent
strategy S will result in an outcome D; secondly to show
that an agent’s code implements the strategy S.

8.2.2 Prove a Protocol Property
Proving properties of protocols at design time is possible

for both mental and social languages even when the internals
of agents are not accessible. If a property p holds for any
system of compliant agents executing a protocol prot, then
we say that protocol prot has property p. With a social
language, the proof is carried out as follows

• Let p be an assertion characterising the desired prop-
erty to be proved for protocol prot.

• Set the initial condition Φ to an assertion characteris-
ing a social state where protocol prot has started.

• Construct a fair transition system SE which represents
all possible observable sequences of states (see § 5.2).

• Prove the following over all computations of the multi-
agent system SE :

[∀i ∈ Ag : ∀x : 2 (fi[x] → Jx, iKf )] → p (4)

This states that if all agents are compliant then property p
will hold. The quantifier over social facts x can be simplified
in practice and we need only consider social relations that
can arise in the protocol under consideration. The quanti-
fier over agent identifiers needs to consider agents that are
involved in the protocol and these agents must be specified
in the initial condition Φ as they will occupy certain roles
in the protocol. For a worked example of this type of verifi-
cation see [6].

8.3 Verify Mental Semantics at Run Time
This type of verification is performed at run time with a

mental language. Given that the system is in a certain state
s where a communication has just taken place (by passing
a message m), we wish to verify that the semantics of the
communication language are satisfied for that communica-
tion. We check that the semantic formula (the first part of
the tuple returned by JmKc) is satisfied on all possible paths
from this point. This type of verification allows for the pos-
sibility that the semantics are respected in this instance but
may not always be respected by the agents of the system.
We set the initial assertion to an assertion characterising the
state s.

Θ =
∧

v∈V

(v = s[v])

Then we verify for the system that JmKc ↓1, the semantic
condition for message m holds. The type of verification dis-
cussed by [16] falls in this category.

8.4 Verification Using an Observable History
This is used to determine if an agent i is compliant by ob-

serving its external behaviour at run time. We assume that
we have access to the ACL specification, an initial descrip-
tion of social facts and an observable history which takes the
form of a history of messages exchanged by one agent or by
the entire system. With this information it may be possible
to determine if agents have complied with the ACL thus far,
but not to determine if they will comply in future. However,
this is probably the only kind of verification possible in open
systems.

8.4.1 Verify Social Facts by History
This is the type of verification discussed by Singh, where

“agents could be tested for compliance on the basis of their
communications”[13]. Recall that a history of messages and
an initial social state description Φ can uniquely describe a
sequence of observable states. From information of sending
events we construct social states which are consistent with
the sequence of sending events, but where no messages need
to be removed from channels. Let the observed communica-
tions take the form of an ordered sequence

m1,m2,m3, . . . ,mt.

We construct a temporal formula

M :

t∧
j=1

# j [αmj↓2,mj↓1−< mj ] (5)

where # j stands for j applications of the next operator;
for example the intended meaning of # 3 is # # # . The
subscript on the channel identifier takes its values from the
first and second parts of the message tuple m; these will be
the agent identifiers of sender and receiver.3

We then construct a fair transition system SE which rep-
resents all possible observable sequences of states. Φ is the
initial condition of SE ; the variables are the channels of
agents present in Φ and the social state variables; the tran-
sitions are τI and τE as described in § 5.2. We now say that
a model

σh : s0h, s
1
h, s

2
h, s

3
h, . . . , s

t
h, . . .

is a possible model of our observed system if σh is a com-
putation of multi-agent system SE and if (σh, 0) � M. This
gives us the set of models E which match the observed finite
sequence up to state st

h and thereafter take all possible paths
by taking the idling or environmental transitions. Note that
the models constructed here do not coincide with models of
the entire system where the transitions of agent programs
are considered and many transitions do not involve message
passing; however, the semantics of social facts will never re-
fer to an absolute number of states, so this model is sufficient
for verification.

Now we can interpret the semantics of each of i’s social
facts over these models. Certain social facts in states of a
model σh may already have their semantics satisfied before
st

h (i.e. satisfied in the sequence which proceeds after st
h

by infinite applications of the idling transition) for example
obligations which have been fulfilled. Certain other facts
may not have their semantics satisfied yet, though it may

3We are assuming that agents do indeed place their own
identifier first in the message tuple; this could easily be en-
forced at the agent platform level if need be.



be possible that they will be satisfied after st
h and do not

yet constitute a violation. We cannot simply check each fact
one by one as there may be two social facts in σh which have
not yet been satisfied by st

h, each of which could be satisfied
in a model of E , but which could not both be satisfied in the
same model of E . We must therefore search for the existence
of a model where all the social facts are satisfied. We will
also require that the states subsequent to st

h satisfy their
social semantics; it would not suffice to find a model where
agent i satisfies the semantic formula for a social fact in a
state of the observed sequence only by performing a non
compliant action after st

h.
Thus we wish to check if there exists a model σh in E in

which the semantic formulae for all social facts in all states
are satisfied; i.e. it is possible that the observed sequence
σh is part of a model where i is compliant. We say that an
agent i is compliant if the following formula holds:

∃ σh ∈ E : ∀x ∈ wff(Lf ) : (σh, 0) � 2 (fi[x] → Jx, iKf ) (6)

8.4.2 Verify Protocols by History
With a protocol based language it may be possible to ver-

ify compliance with a protocol by observing a history of
communications if the semantics of acts define obligations
to perform observable actions. This is the case with sACL
[10] which defines the semantics of an act as a postcondition
which is an intention for the receiver (written Ir) to reply,
given a predefined possible set of replies.

J< s, perf (r, content) >K = Ir < r, sa >

Where s is the sender, perf the the performative, r the re-
ceiver and content the message content for the outgoing mes-
sage. The message sa which the receiver intends to reply
with must use a performative given by the reply function
which encodes the protocols and returns performatives ap-
propriate to the current stage of this conversation. Given an
observable history as described above (§ 8.4), we can verify
if each agent respects the protocol by checking that an agent
does send the message he is obliged to send after receiving
a message. This approach is effectively giving a social se-
mantics to the intention to reply by interpreting it as an
observable obligation, hence we are really creating a new
language which is no longer entirely mental. This is why
table 1 states that protocols cannot be verified for a mental
language by observing a history.

8.5 Verifiability
Table 1 has shown what types of verification are possi-

ble for mental and social languages; however, we have seen
that some languages may not be verifiable at all if certain
components of the framework are missing (§ 8.1.1). Table 2
shows what language components are present in several dif-
ferent languages. For mental languages both wff(Ls) and
J−Ks must be present to allow any type of verification at
all. These languages provide the relationship between the
communication language semantics and a grounded compu-
tational model. Viewed in this way, the problem of verifi-
ability is often a problem of missing language components.
While FIPA [4] has specified a semantic language wff(Ls),
it has given it a semantics using modal operators;4 it has

4The semantics of these operators is not given in any of the
FIPA documents, see also [11].

ACL ACL Components

wff(Lc) J−Kc wff(Ls) J−Ks wff(Lf ) J−Kf

FIPA X X X - - -
KQML X X X - - -
Wooldridge [15] X X X X - -
Singh [13] X X X X X X︸ ︷︷ ︸
Necessary for: mental languages︸ ︷︷ ︸

social languages

Table 2: ACLs and their Constituent Components.

not attempted to give it a grounded semantics in terms of
a computational model, and this is what we require of the
component J−Ks in our framework. In contrast, the language
of Wooldridge [15] includes all four components necessary for
a mental language to be verifiable. Although it defines the
semantics of an inform in terms of an agent’s knowledge,
this knowledge operator is grounded in terms of states of
the agent program.

A social language must specify all six components if it is
to be verifiable:

• Messages are written in Lc and J−Kc defines how they
create or modify social facts (such as commitment, au-
thority, power).

• J−Kf is necessary to provide a mapping from social
facts to social facts semantics, i.e. expressions in some
language wff(Ls) (such as temporal logic).

• J−Ks is necessary to give these expressions a grounding
in the computational model.

We see that the language of Singh [13] does meet these re-
quirements; let us look at Singh’s request and its objective
meaning as an example: request(x, y, p) is a message of Lc;
this is given a semantics J−Kc which maps it to C(x, y,G,RFp),
a commitment in a social language Lf (this is the objective
meaning, there is also a subjective and practical meaning
for each act). The expression C(x, y,G,RFp) means that x
commits that he expects y to make p true. This expression
is in turn given a semantics using Ls, a variant of Compu-
tation Tree Logic (CTL). CTL formulas have a semantics
J−Ks in terms of the system models where they are satisfied.
Singh has in fact put together the languages Ls and Lf by
extending the syntax and semantics of CTL so that commit-
ments can be specified within it, and their semantics given
in terms of the other CTL primitives.

As mentioned earlier, in an open system it may only be
possible to make external observations and if so, as shown
in table 1, the only verification possible will be by observing
a history with a social language. The only language in our
table, which could be verifiable in an open system, is Singh’s
language; this is because the semantics of communication is
grounded in social states (which are observable in an open
system), in contrast the semantics of a mental language is
grounded in program states (which may not be accessible in
an open system).



8.6 Verification in an Open System
We now enumerate the four types of verification which are

useful in an open system.

1. Verify that an agent always satisfies its social facts
(equation 2, § 8.1.2).

2. Verify the outcome of a system, assuming unknown
agents are compliant (equation 3, § 8.2.1).

3. Prove a property of a protocol (equation 4, § 8.2.2).

4. Determine if an agent is not respecting its social facts
at run time (equation 6, § 8.4.1).

These types support each other, for example, proving prop-
erties of open systems requires three verification types: agent
designers must be able to prove that individual agents are
compliant (type 1); the protocol designer must be able to
prove properties for a system of compliant agents using the
protocol (type 3); and the system itself needs to determine
if agents do comply with social commitments at run time
(type 4) in order to police the society and guarantee that
rogue agents cannot damage the system’s properties.

8.7 Policing an Open Society
With reference to the enumerated verification types for

an open system above, types 2 and 3 require that all agents
comply. To be able to use these in an open system there
must be some way to enforce compliance. The issue of polic-
ing a society can be tackled in one of the following three
ways.

Sentinel agents may monitor the observable behaviour of
agents and have the capability to place sanctions or to evict
or terminate offending agents. If we guarantee that all vio-
lators are evicted then the system progresses as if all agents
complied; however, we must design protocols in such a way
that an eviction cannot destroy the desirable properties of
the system.

If the society has to police itself we may introduce notions
like trust and politeness, whereby agents violating certain
commitments or conventions of the society are branded as
untrustworthy or antisocial and are ostracised by the rest of
the society. Prisoner’s dilemma experiments [1] have shown
that a strategy of reciprocating (rewarding good behaviour
and punishing bad behaviour) has the effect of policing the
society because agents will not tend to misbehave if they
cannot thereby gain an advantage. If we want self polic-
ing we must consider this in the design of protocols so that
all agents participating can observe enough information to
determine if an agent complies.

Yet another possibility is that agent owners will be legally
responsible for the behaviour of their agents. Agents will
not be allowed to participate in a system unless their owner
guarantees that they are compliant. Then if such an agent
misbehaves at run time some sanction (such as a fine) can
be placed on the agent owner. This approach has the draw-
backs that it requires some centralised authority and the
practicality of policing a system as distributed as the inter-
net might be questionable [14]. However, if the exchange
of real money is to be carried out by agents, there will in-
evitably be some human or institution who is liable.

9. RELATED WORK
Complete agent communication frameworks are not com-

mon in the literature, most work being aimed at low level
specification of protocols or approaches to semantic spec-
ification, as discussed in [5]. We now review two explic-
itly specified agent communication frameworks for compar-
ison with our framework. Firstly there is the framework by
Wooldridge [16], which provided the starting point for this
paper; it is quite similar but for the following differences.
Wooldridge has represented agent programs and states and
a semantics for these, while we have used a computational
model of the system which represents the programs and
states. Wooldridge’s framework describes the state of the
multi-agent system at some instant of time, possibly dur-
ing an execution. Our framework describes the multi-agent
system as designed, before it starts running. If we wish to
investigate properties of the system at run time we must
specify both the components of the framework and a par-
ticular state during the execution. Wooldridge’s ACL com-
ponent is based on FIPA where the semantics of a message
defines a constraint that the sender of the message must sat-
isfy; we extend this to allow message to define constraints for
the sender or receiver or any other variables of the system.
These constraints are regulative rules (see § 6); an additional
component allows for the definition of constitutive rules in
terms of social facts.

Secondly there is Van Eijk’s “Verification Framework for
Agent Communication” [3]. Van Eijk’s framework provides
a method by which an agent program can be shown to sat-
isfy a certain specification; where the specification is in van
Eijk’s assertion language which includes expressions such as
Bnψ, meaning that agent n has ψ in its information store.
With van Eijk’s framework we can write an assertion such
as S sat Φ meaning that the agent program S satisfies the
assertion Φ. In the context of agent communication, if the
agent program S consists of a communication statement, we
can use the assertion language to specify a constraint that
the communication should satisfy.

The fundamental difference lies in this: Van Eijk’s frame-
work can provide a relationship between communication state-
ments in an agent’s program S and a separate specification
Φ. In contrast our framework has divorced the semantics of
communication statements in an agent’s program from the
semantics of the messages being sent. In our framework the
messages sent have a semantics of their own and this is what
is said to constitute an agent communication language. Our
framework allows us to look at a message that is sent and to
assign a meaning to it without any knowledge of the agent
program which sent the message. We can then provide a
relationship between a message and a separate specification
without any knowledge of any agent program.

Van Eijk’s framework provides a complete verification cal-
culus for showing that a system of agents satisfies a specifica-
tion. We can easily create an agent communication language
using the framework by associating an agent program state-
ment sending a particular message with a specification for
the conditions of its correct use. For example, the sending
of a tell(ϕ) message could be related to a Bnϕ. Treated in
this way van Eijk’s assertions would constitute a mental lan-
guage since the satisfaction of an assertion Φ by an agent is
based on the agent’s mental state. The type of verification
presented by van Eijk has already been described in § 8.1,
and our first type of verification is a special case of this.



The concept of histories as an observable sequence of mes-
sages “to enable a proof system which does not assume any
knowledge about the internal structure of agents”[3] is the
same in both frameworks. However, van Eijk goes on to
define an observable behaviour that includes the agent’s in-
formation store as well as its local communication history.
This observable behaviour is calculated from the agent’s in-
ternals; thus we would conclude that van Eijk’s framework
would be appropriate in closed systems where an agent’s
internal code and state can be determined.

Our framework has not specified a language for social
facts, or for message contents; Van Eijk tackles the issue
of the content language using the Concurrent Constraint
Programming paradigm which defines a language of logical
assertions which can be sent as message contents. Thus it is
conceivable that the two frameworks could complement one
another.

10. CONCLUSIONS AND FUTURE WORK
We have developed a general agent communication frame-

work which includes a computational model and an agent
communication language. This allowed us to investigate dif-
ferent types of verification and to identify which components
must be present in the framework to facilitate each type
of verification. We have identified the need for a language
based on social conventions for applications with open sys-
tems of agents, such as e-commerce applications. We have
also described the types of verification that are possible in
such systems and the types of policing which could be used
to enforce compliance. This theoretical framework could be
used to implement useful tools for such systems. For ex-
ample, an agent platform could automatically monitor the
messages exchanged and identify (and take action against)
rogue agents. A tool could aid a designer by automatically
checking if an agent’s code is compliant and checking if pro-
tocols give the expected outcomes.

The use of temporal logic for the specification of social
facts allows many properties to be specified but does not
allow an absolute time frame to be referenced; this could be
achieved by moving to a clocked transition system [7].

Future work involves applying a model checking algorithm
to each type of verification; this will use protocol diagrams
as state transition diagrams for observable systems, some of
this is described in [6].
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